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ABSTRACT

This document is intended to serve as a guide for architecting and deploying MetroCluster in a

customer environment. This design and implementation guide describes the basic MetroCluster

architecture, considerations for deployment, and best practices. As always, please refer to the

latest technic a | publications on the NOWE (NetApp on the Web)
processes, Data ONTAP® command syntax, and the latest requirements, issues, and limitations.

This document is intended for field personnel who require assistance in architecting and

deploying a MetroCluster solution.
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1 INTRODUCTION

1.1 Intended Audience

The information in this document is intended for field personnel and administrators who are responsible for
architecting and deploying successful MetroCluster high-availability and disaster-recovery configurations. A
brief overview of MetroCluster is presented in order to establish baseline knowledge before discussing
implementation planning, installation, configuration, and operation.

1.2  Scope

This document covers the following MetroCluster configurations:

e Stretched or non-switched MetroCluster (NetApp storage)

e  Fabric or switched MetroCluster (NetApp storage)

Topics that apply only to stretch MetroCluster refer to stretch MetroCluster.

Topics that are specific to NetApp storage-based fabric MetroCluster refer to Fabric MetroCluster.
Topics that apply to all configurations refer simply to MetroCluster.

Other than a short description, V-Series MetroCluster is not covered in this document.

This document refers mostly to Fabric MetroCluster, because Fabric MetroCluster configurations introduce
an increased level of complexity in design and implementation. To many, Stretch MetroCluster is simply an
active-active configuration with longer cables and mirroring. The introduction of Fibre Channel switches and
longer distances requires much more consideration and discussion. The operational sections (creating
mirrors, forced takeovers, etc.) apply to both.

1.3 Requirements and Assumptions

So that the methods and procedures described in this document are useful to the reader, we made the
following assumptions:

e The reader has at least basic NetApp administration skills and has administrative access to the storage
system via the command-line interface.

e The reader has a full understanding of clustering as it applies to the NetApp storage controller
environment.

e The reader has at least a basic understanding of Fibre Channel switch technology and operation, along
with access to the switches via command line.

In the examples in this report, all administrative commands are performed at the storage system or Fibre
Channel switch command line.

2 OVERVIEW

21 Features

MetroCluster configurations consist of a pair of active-active storage controllers configured with mirrored
aggregates and extended distance capabilities to create a high-availability disaster recovery solution. The
primary benefits include:

e  Greater high availability and geographic disaster recovery protection
e Minimal risk of lost data, easier disaster recovery, and reduced system downtime

Quicker recovery when disaster occurs
e Minimal disruption to users and client applications

2.2 Operation
A MetroCluster (either Stretch or Fabric) behaves in most ways just like an active-active configuration. All of

the protection provided by core NetApp technology (RAID-DPE, SnapshotE copies,
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failover) also exists in a MetroCluster (Figure 1). However, MetroCluster adds complete synchronous
mirroring along with the ability to perform a complete site failover from a storage perspective with a single
command.

MetroCluster
Storage Rack Failure
(Controller, Disk Shelves)
Data Center/Site Disaster

Availability

SyncMirror
Shelf Failure (Backplane, Ops Panel)
Triple Disk Failure
Dual Shelf Failures (Controllers, PSU/Fans, Cables)
FC Loop Failure (misbehaving disk)

CFO + RAID-DP

Storage Processor Failure Single HBA/Port Failure
Single Path Failure Double Disk Failure
Single Shelf Module Failure Single Disk Failure + MEDR

Figure 1) Levels of protection.

2.3 MetroCluster Types

Stretch MetroCluster (sometimes referred to as non-switched) is simply an active-active configuration that
can extend up to 500m depending on speed and cable type. It also includes synchronous mirroring
(SyncMirror®) and the ability to perform a site failover with a single command. (See Figure 2.) Additional
resiliency can be provided through the use of multipathing.

Total Distance
500m @2Gbps (270m @4Gbps)

AN
4 A

Primary Secondary

Primary FC Storage Secondary FC Storage

Secondary FC Mirror Primary FC Mirror

Figure 2) Stretch MetroCluster.

Fabric MetroCluster (also referred to as switched) uses four Fibre Channel switches in a dual fabric
configuration and a separate cluster interconnect card to achieve an even greater distance (up to 100km
depending on speed and cable type) between primary and secondary locations. (See Figure 3.)
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Figure 3) Fabric MetroCluster.

V-Series MetroCluster is simply either of the above configurations with a NetApp V-Series system.
Because of the architectural differences between V-Series and a standard active-active configuration, V-
Series MetroCluster has additional flexibility when it comes to the maximum number of disk spindles and the
Fibre Channel switches. (See the V-Series Compatibility Guide on the NOW site for additional information.)
The implementation of V-Series MetroCluster is outside the scope of this document. (See the V-Series
documentation on the NOW site.)

For more information about MetroCluster, see the Data ONTAP Cluster Installation and Administration
Guide (for Data ONTAP 7.1) or the Data ONTAP Active-Active Configuration Guide (for Data ONTAP 7.2 or
later). (For Data ONTAP 7.0 and earlier, see the Data Protection Online Backup and Recovery Guide and
the NetApp Hardware Cluster Guide.)

Note: When referring to the documentation just listed, use the wiring diagrams in this technical report. The
diagrams in this document facilitate easier installation and expansion of MetroCluster.

2.4 Mirroring

NetApp SyncMirror, an integral part of MetroCluster, combines the disk-mirroring protection of RAID 1 with
NetApp industry-leading RAID 4 and RAID-DP technology. In the event of an outaged whether it's due to a
disk problem, cable break, or host bus adapter (HBA) failured SyncMirror can instantly access the mirrored
data without any operator intervention or disruption to client applications. SyncMirror maintains a strict
physical separation between the two copies of your mirrored data. Each of these copies is referred to as a
plex. Each controllerés data has its fAmirroro at
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Mirror
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Partner Site

Figure 4) SyncMirror pools and plexes.

When SyncMirror is licensed and hardware ownership is used (discussed in "Disk Ownership"), spare disks
are split into two poolsd Pool0 and Pooll. Each plex of a mirror uses disks from these separate pools. When
software ownership is used, disks are explicitly assigned to pools by the administrator.

To maximize availability, Pool0 and Pooll disks need to be on separate loops and use separate HBAs,
cables, and shelves.

Before enabling the SyncMirror license, ensure that disks for each pool are located on the appropriate loops
that are fault isolated from each other.

V  Best Practice: Make sure all storage is mirrored with SyncMirror. While nonmirrored storage is
technically permissible, NetApp does not recommend it because the data on that storage will not be
available after a site failover.

2.5 Disk Ownership

In a MetroCluster in which disk shelves on each side are mirrored to the other side and thus accessible by
either controller, disk ownership comes into play. There are two methods of establishing disk ownership:
hardware and software. Hardware-based ownership is the default for the 900 series and the FAS3020/3050.
All other platforms (V-Series, FAS6000 series, FAS3040/3070) use software disk ownership. This capability
became available in Data ONTAP 6.3.1.

Please remember that while the FAS3020/3050 may be technically able to support software disk ownership,
it candt be FabucpMptmClusterdA briefdescription of each method follows. For more details,
see "Installation and Configuration” later in this document or the Data ONTAP documentation.

Hardware disk ownership establishes which controller owns which disks by how the shelves are
connected. For more information, see the System Configuration Guide:

HTTP://NOW.NETAPP.COM/NOW/KNOWLEDGE/DOCS/HARDWARE/NETAPP/SYSCFG/

Table 1) Hardware disk ownership.
Model ‘ Pool Ownership

FAS9xx Slots 2, 3, 4, 5, and 7 are Pool0

Slots 8, 9, and 10 are Pooll

Optional software-based ownership and pool selection (as of Data ONTAP 7.1.1; Stretch
MetroCluster only)

FAS3020/3050 0Oa, Ob, and slots 1 and 2 are PoolO (slot 1 is usually NVRAM)

Oc, 0d, and slots 3 and 4 are Pooll

Optional software-based ownership and pool selection (as of Data ONTAP 7.1.1; Stretch
MetroCluster only)

FAS3040/3070 Software-based ownership and pool selection
FAS60xx Software-based ownership and pool selection
V-Series Software-based ownership and pool selection
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Note: Physical connectivity is extremely important to ensure adequate distribution of disks between the two
pools.

Software disk ownership allows greater flexibility in cabling by allowing disk ownership to be assigned
through explicit commands. Rather than determine which controller owns each disk by hardware connection,
the ownership information is written on each disk. Because disk ownership can be implemented by a system
administrator, it is important to ensure that the configuration maximizes availability. For more information,
see "Installation and Configuration” later in this document.

2.6 Fibre Channel SAN in a MetroCluster world

For those who are experienced with Fibre Channel technology, and storage area networks (SANSs) in
particular, it is worth discussing some differences and restrictions relative to how Fabric MetroCluster utilizes
this technology.

Fabric MetroCluster configurations use Fibre Channel switches as the means to separate the controllers by

greater distances. The switches are connected between the controller heads and the disk shelves, and to

each other. Each disk spindle or LUN individually logs into a Fibre Channel fabric. Except for the V-Series,

the nature of this architecture requires, for performance reasons, that the two fabrics be completely

dedicated to Fabric MetroCluster. Extensive testing was performed to ensure adequate performance with

switches included in a Fabric MetroCluster configuration. For this reason, Fabric MetroCluster requirements

prohibit the use of any other model of or any other vendor
200E or 5000 included with the Fabric MetroCluster.

Also for performance reasons the current disk spindle limit is equal to the lesser of either the model limit or
504. Higher spindle count solutions will be available in the future. Keep in mind that this is for Fabric
MetroCluster only. The maximum number of disks in a Stretch MetroCluster depends solely on the NetApp
model.

In a traditional SAN, there is great flexibility in connecting devices to ports as long as the ports are
configured correctly and any zoning requirements are met. In a MetroCluster, when using hardware
ownership, Data ONTAP expects certain devices to be connected to specific ports or ranges of ports. It is
therefore critical that cabling be exactly as described in the installation procedures. Also, no switch-specific
functions such as trunking or zoning are currently used in a hardware ownershipi based NetApp Fabric
MetroCluster (non-V-Series).

2.7 Restrictions

For further restrictions in using a Fabric MetroCluster configuration, see the Data ONTAP Cluster Installation
and Administration Guide (for Data ONTAP version 7.1) or the Data ONTAP Active-Active Configuration
Guide (for Data ONTAP version 7.2 or later). (For Data ONTAP 7.0 and earlier, see the Data Protection
Online Backup and Recovery Guide and the NetApp Hardware Cluster Guide.)

2.8 Components
A NetApp Stretch MetroCluster includes the following components:

e Standard A clustered pair of FAS900, 3000, or 6000 series controllers running Data ONTAP 6.4.1 or
later
(See the MetroCluster Compatibility Matrix on the NOW site for supported models and Data ONTAP
releases.)

e A syncmirror_local license

e  Acluster_remote license

e  Acluster license

e Copper/Fibre converters for cluster interconnect (9xx, 30xx, 6xxx only)

e Associated cabling

A NetApp Fabric MetroCluster includes the following components:

e A clustered pair of FAS900, 3000, or 6000 series controllers running Data ONTAP 6.4.1 or later
(See the MetroCluster Compatibility Matrix on the NOW site for supported models.)
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e Four Brocade Fibre Channel switches with supported firmware
(See the MetroCluster Compatibility Matrix on the NOW site for supported models.)
There is a pair at each location. Supported models may differ between locations but must be the same
at each given location.

e Brocade Extended Distance license (if over 10km)

e Brocade Full-Fabric license

e Brocade Ports-on-Demand (POD) licenses for additional ports
e AVI-MC cluster adapter

e Asyncmirror_local license

e Acluster_remote license

e Acluster license

e Associated cabling

2.9 MetroCluster versus standard Synchronous Replication

As a disaster recovery solution, MetroCluster is often compared with other synchronous replication products.
Even though it includes SyncMirror, MetroCluster can be differentiated by the following features:

e Low-level RAID mirroring (less performance impact)
e Site failover with a single command
* No extensive scripting required to make data available after failover

2.10 Fibre Channel Switch Overview

OPERATION OVERVIEW

The NetApp Fabric (switched) MetroCluster configuration uses four Brocade Fibre Channel switches in a
dual fabric configuration to connect two active-active controllers. These switches cannot be combined with
any other switch model and must be supplied by NetApp.

SWITCH FABRIC CONFIGURATION

A Fabric MetroCluster contains two switch fabrics. A switch fabric consists of a switch on the primary
controller connected to a switch on the remote controller (see Figure 6). The two switches are connected to
each other through ISL (Inter-Switch Link) cables.

Fabric T

Fabric 2
Figure 2-6) Dual Fabric MetroCluster.
Figure 6 shows a Fabric MetroCluster configuration in whic
primary side and is completed by connecting the | SL cabl e
second fabriciscreatedbyusi ng switch ASW20 on the primary side, connec
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to the second switch, ASW4,0 on the remote side.
switch in a fabric or the loss of a fabric will not affect the availability of the Fabric MetroCluster.

Because of the nature of the MetroCluster architecture, Fibre Channel traffic on the switch fabric includes
both disk I/O traffic between the controllers and disk shelves and cluster interconnect traffic. As you can
probably envision, disk problems can generate excessive traffic and result in a bottleneck for the cluster
interconnect. To alleviate this potential condition, several techniques are used.

VIRTUAL CHANNELS (SOFTWARE DISK OWNERSHIP)

Both supported models of switches (Brocade 200E and 5000) use virtual channels to help separate traffic
when the distance between switches is less than 10km. The virtual channels are allocated as follows (see
also Figure 7).

Table 2) Virtual channel assignments.

. 16-port .
8-port Switch Switch 32-port Switch
VC #
2 0,4 04,812 |0*81216:20.24 1 repn 15
3 1,5 1,5,9,13 15,9, 13ég7' 21, 24, FC ports, shelves
2,6, 10, 14, 18, 22,
4 2,6 2,6,10, 14 25. 30 FC ports, shelves
5 3,7 3,7,11,15 37 112‘61%119' 23, FC ports, shelves

Consequently, when using software ownership it is important to isolate cluster interconnect (FC/VI) and ISL
traffic from storage traffic. When the distance is greater than 10km, all virtual channels are combined into
one for buffer credit purposes.

8 Port Switch

Local and Remote

BEBEBRFFEP

16 Port Switch

Local and Remote

Legend
8nboard fibre ports 0a,0b,0c,0d or FC HBA ports n ﬂ H E E m
— Cluster Int t
s Shelf inter-connect SFP-SFP

B VC2 - ISL or FCVl only n FC Port or Disk shelf loop

32 Port Switch

Local and Remote

(ofulajafolalciolciolalolzialiala)
ARAAORARERARAEERER
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Figure 7) Switch port allocation (software ownership).

ZONING (SOFTWARE Disk OWNERSHIP)

Effective in Data ONTAP 7.2.4 on MetroCluster configurations using software disk ownership, Fibre Channel
switch zones are created to help isolate disk traffic from cluster interconnect traffic. Further details can be
found in the Brocade Switch Configuration Guide on the NOW site or in the installation section of this
document.

LICENSES

A number of licenses are required for the Fibre Channel switches. When ordered with a Fabric MetroCluster
configuration, the switches should include all necessary licenses. For reference, they are:

e Extended Distance license (if over 10km)

e Brocade Ports-on-Demand (POD) licenses for additional ports
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SWITCH PORT ALLOCATION® HARDWARE DISK OWNERSHIP

For MetroCluster configurations using the hardware disk ownership model, the Fibre Channel switch ports
are divided into banks and pools. Each switch has two banks, dividing the switch into two equal parts. (See
Figure 8.) A storage controller connects to a bank through its Fibre Channel ports (HBA or embedded). It
then owns the disks that are connected to ports of the opposite bank. If the storage system connects to bank
1, only shelves connectedto bank2belong to it. Additionally, &alocehdd
wi || be satisfied from those disks only. Pool 1 di
from under normal circumstances. You may enable reads from both plexes through an option setting.
Together, these two rules limit the usable ports to 4 for a certain disk pool on a 16-port switch and to 2 on an
8-port switch.

8 Port Switch

Local Remote

CEL: - EeEE|: 1L e

«=Pgol 0+ = Pool 1 =

BEEOFFFE B ERIFEEEE

16 Port Switch

(idddiddididdiddints

Sl D= P ool 0 CYR VYN

(W] <> g v uv
¥ v w_w)

Local Remote

gozFEaaon (s Quj:)e RoloREINED
Pool 0 Pool 0

aaaEnooFr BRI/ O0Oon
Pool 1 Pool 1

TR K
'

Legend
s Onboard fibre ports 0a,0b,0c,0d or FC HBA ports
e Cluster Interconnect
e |nter Switch Links
e Shelf Loops A & B
——Shelf inter-connect SFP-SFP

Figure 8) Switch port assignments with hardware ownership.

8-PORT SWITCHES

As shown in Figure 8, ports Oi 1 and 4i 5 belong to Pool0, while ports 2i 3 and 61 7 belong to Pooll.
The Brocade 200E 16-port switch has ports 07 7 licensed and operational, as shown in Figure 8.

16-PORT SWITCHES

As shown in Figure 8, ports 0i 3 and 8i 11 belong to Pool0, while ports 41 7 and 12i 15 belong to Pooll.
The Brocade 200E 16-port switch has ports 07 15 licensed and operational, as shown in Figure 8.

32-PoRT SWITCHES (DATA ONTAP 7.2.5 OR LATER)

The Brocade 5000 is not supported using the hardware disk ownership model.
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3 DEPLOYMENT PLANNING

3.1 Data Gathering

CUSTOMER REQUIREMENTS

To facilitate a successful MetroCluster installation, gather the following information early on.

ENVIRONMENTAL

Distance between the primary and remote sites. This information is necessary to determine which type of
MetroCluster is appropriate, or even whether either version is appropriate. In calculating the effective
distance, consider factors such as cable type, speed, and number of patch panels. (See Section 3.2,
"Distance Considerations.") Although NetApp recommends that dedicated dark fiber be used for a
MetroCluster, WDM devices are supported. Refer to the Brocade Compatibility Guide at www.brocade.com
for supported devices.

SETUP

Gather the following items before you begin any MetroCluster installation:
e NetApp licenses
e Hostnames and IP addresses for each of the nodes and the Fibre Channel switches

e Brocade switch licenses; gathering them is extremely important since there can be a delay in obtaining
them

e Appropriate number and type of cables with appropriate connectors

3.2 Distance Considerations

OVERVIEW

Stretch MetroCluster can support a maximum of 500 meters between nodes at a speed of 2Gbps. Fabric
MetroCluster, through the use of Fibre Channel switches, extends this distance to 100km at the same
speed. At 4Gbps speeds, these distances are roughly cut in half unless you use the Brocade 5000, which
leaves the maximum distance at 100km. This extended distance capability gives customers greater flexibility
in the physical location of the active-active controllers while maintaining the high-availability benefits of
clustered failover.

This section describes a number of factors that affect the overall effective distance permissible between the
MetroCluster nodes.

e Physical distance

e  Number of connections
e Desired speed

e Cable type

PHYSICAL DISTANCE

As stated earlier, the Stretch MetroCluster configuration can extend to a maximum of 500m (2Gbps). This
distance is reduced by speed, cable type, and number of connections. A Fabric MetroCluster can extend to
100km. This distance is affected by the same factors. At a distance of 100km, latency would be around 1ms.
Greater distances would obviously result in greater latencies (500km = 5ms), which may be unacceptable for
an application.
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CABLE TYPE

As shown in Table 3, the cable type affects both distance and speed. Single-mode cable is supported only
for the interswitch links.

Example 1: A customer has 250 meters between sites and wants to run at 4Gbps. The OM-3 cable type is
required.

Example 2: A customer currently has a MetroCluster configuration running at 2Gbps with a distance of 300
meters over OM2 cabling and wants to upgrade to 4Gbps speeds. Upgrading the cabling will not help,
because OM-3 has a maximum of 270 meters. In this case the choices would be:

e Remain at 2Gbps speeds. Customers with the new ESH4 disk shelves could still use them at this
distance, as long as the shelf speed is set to 2Gbps.

e Test current optical network infrastructure to make sure that attenuation and latency are acceptable.

Table 3) Cable types and distances.

Fiber Type Data Rate Max Distance (M)

1Gb/s 500
OM-2 (50/125UM) 2Gbls 300

4Gb/s 150

1Gb/s 860
OM-3 (50/125UM) 2Gb/s 500

4Gb/s 270
0S1 Single Mode 2Gbis 10,000*
(9/125UM)

4Ghb/s 10,000*

*The maximum distance shown here is typically due to the standard 1310nm SFPs. Use of high-power SFPs
can extend this dark fiber up to 30km. Using 1550nm high-power SFPs, you can achieve a distance of 7071
100km.

This topic is discussed in much greater technical detail in the following technical reports:
e  MetroCluster Upgrade Planning Guide (TR-3517)
e  Optical Network Installation Guide (TR-3552)

3.3  Physical Layout

Disk Loops

In order to optimize performance, we recommend that instead of installing full loops of disks (two shelves
maximum) that you install disk shelves one per loop until you utilize all disk loop ports. You can then add
add-on shelves to each shelf. (See Figure 9.)
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Installation Order Installation Order

Instead of

Figure 9) Disk shelf installation order.

CABINETS

Although it is not mandatory that you install the equipment as shown in Figure 10, this is a physically
desirable configuration that facilitates ease of cabling and scalability for expansion. For ease of
management and troubleshooting, it is helpful to set shelf IDs based on location. For example, all disk
shelves on the primary controller are set to odd numbers (1, 3, 5) while shelves on the remote controller are
set to even numbers. This makes it much easier to identify and locate shelves when using Data ONTAP
utilities.

Figure 10) Typical Fabric MetroCluster rack installation {minimal).
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